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INTRODUCTION

This survey was completed between July and August 2011 as part of a visit to Mtwara under the 
auspices of the International Citizenship Scheme, in association with the  Tropical Health 
Education Trust (THET) and in association with Partnerships London Mtwara (PaLM).

The remit was to assess the current state of the computer system at the college, as the basis for 
recommendations as to how it could best be improved. Any working improvements and 
modifications that were feasible with existing equipment and resources were also to be 
undertaken.

This paper describes the system as it was on the arrival of the ICS team in July (part 1), work done 
over the Summer, and the resultant state of the system when the team left in September (part 2). It 
then makes some preliminary recommendations about possible improvements.

1 : THE SYSTEM AS IT PRESENTED IN JULY 2011

OVERVIEW

The ZHRC/COTC is quite unusual in TZ in having a large dedicated computer lab with 2 main 
teaching areas. There is an office for IT staff and a further room intended for computers but 
currently without any.



In addition to the computer rooms proper, there are further computers in offices used by academic 
and other staff. On our arrival in July, ethernet cabling was confined to these areas. 

As part of the extension of the campus, a new teaching building is under construction, which 
includes a dedicated server room plus 1 large room intended for ICT and space for additional IT 
facilities in the library. This building is not yet finished and has no IT equipment in it at present.

Electricity is available throughout the college and is broadly reliable, although the current is subject 
to fluctuation and surges.

The system as it presented on our arrival in July 2011 was as shown in Figure 1

FIG 1  Logical map of the ZHRC/COTC Mtwara computer system in JUL 2011

IT STAFF : SKILLS AND TRAINING

The system is managed by two IT technicians with Level 1 expertise and a general interest in IT 
and networking.

They are able to replace machine parts, and they manage the network well considering the scale 
and state of the network and the challenges they encounter. 



WIRED NETWORK

The ICT infrastructure at the ZHRC/COTC Mtwara is the product of successive stages  of 
investment (Figure 2):

A network was first set up around 10 years ago. This equipment was bought by the ZHRC and 
consisted of 10 computers connected to a dial-up modem.

This initial network was linked to a satellite dish about 5 years ago, when additional computers 
were added.

This network still forms the basis of the current system, with various modifications:

The internet link has been modified more than once, first to a GSM radio connection, and currently 
to an ADSL link via a terrestrial phone line.

This left some equipment redundant, including a server, a 24 port Ethernet switch and a satellite 
dish, some of which have since been brought back into use (see below).

The network was found to consist of some 30 machines linked to a single ADSL connection via an 
ad hoc arrangement of ethernet cables.

The wired network differed from a ʻtypicalʼ arrangement in this kind of educational setting in that:

• there was no central server system in place;
• no user accounts had been created;
• there was no backup scheme;
• other than the internet, nothing was using the network infrastructure.

FIG 2 Extension to the computer lab  showing historical satellite and GSM installations. This is not 
the new teaching complex, which is on a larger scale



WIRELESS NETWORK

None was in place.

INDIVIDUAL COMPUTERS

A basic inventory found 24 machines in the ICT lab, 2 in the ICT office and approximately 6  in the 
offices. So the total machine count was around 30.

Some staff and students have their own laptops, which  have not been counted.

Alongside the machines in use, there were a further 10 in the store room, unusable because parts 
had been taken from them. These were bought as budget machines and are of low quality. It is 
noted that the cheaper machines were not a good investment in the medium term.

Machines in the network are of varying specification, with a variety of configurations (Figure 3). 
Windows XP, Vista and windows 7 was installed on different machines. About half of the ICT lab is 
supplied with Dell machines which had vendor specific versions of operating systems. These were 
said to be the most reliable and had licensed copies of Windows installed. The other half were 
unbranded and had various operating systems, installed using CDs bought locally.

FIG 3  Typical specification of a machine at the COTC



Deployment of operating systems uses copies of original discs and most of the machines appear to 
be unlicensed showing counterfeit warnings (Figure 4).

FIG 4  Counterfeiting alert

SECURITY

There was no system wide security in place. Individual computers had variable degrees of security, 
as implemented by individual users. Access to bandwidth-heavy internet applications like torrents 
were unmanaged. Malware was recognised as a serious issue. John described a regular 
reinstallation of the OS manually to combat the slowing down of the machines and the 
accumulation of malware  infiltrating the network. 

INTERNET  EMAIL and WEBSITE

Staff have private email accounts. There was no website hosted.

OTHER EQUIPMENT 

• Telephony equipment of uncertain value (see below)
• 1 fax machine
• 1 wireless router (not installed)
• 2 networkable printers attached to IT staff desks
• 1 scanner
• 1 unused HP server
• 10 extra CRT monitors

STUDENTS : IT SKILLS AND TRAINING

A baseline audit of student IT skills and computer usage is in draft.

Provisionally, it is clear that there is a broad spectrum of IT skills among the student body. COTC, 
Mtwara is known to have unusually good computer facilities and this is a reason some students 
choose it; so they can perhaps be expected to have high levels of interest and skills. The ZHRC/



COTC appears to be a good base for the kind of support for IT skills and culture PaLM is 
committed to. At the same time, it is important to recognise that basic IT skills training is essential 
for many students to take full advantage of the technology.

2  :  S Y S T E M  I M P R O V E M E N T S  J U LY- A U G  2 0 11

OVERVIEW

During JULY, the system was reconfigured as shown in Figure 5.

In addition, new ethernet cabling was installed to 3 classrooms, 2 offices and the dining hall, 
moving towards a situation where ICT is available in virtually every classroom.

This  raised important concerns over internet security and usage however,  which are yet to be 
addressed effectively.

FIG 5        The system as reconfigured in JULY



IT STAFF : SKILLS and TRAINING

Training was provided on the Smoothwall Firewall (4 hours with both IT technicians); and on the 
introduction of open source software for managing the network with the new server (1 half day with 
1 technician on data recovery and backup, Linux OS,  anti virus sotware, and educational software 
that could be run from the server). (See below)

Both IT technicians subsequently received email copies of the Smoothwall user guide, plus a 
COTC specific version and a Wireless access point configuration guide. 

NETWORK

The HP enterprise grade server was set up with Smoothwall v3 (Polar edition) to provide firewalling 
to the network and internet caching.
The Cisco switch was recommissioned  in order to free up capacity on another switch, which was 
then re-used in the admin offices to extend access to the network (extra ethernet points for extra 
users).

INDIVIDUAL MACHINES

All machines were assessed in situ. Four machines were brought back into service, bringing the 
total number on the network to 34.

Ubuntu, a free Linux operating system, was installed onto a single reclaimed machine, as a trial / 
demonstration.

2 other  machines were set up to access the internet, using  parts reclaimed from failed machines 
and a copy of Ubuntu Linux. 

SECURITY

The router available at the college has no firewall.

An attempt was made to address the serious security issues by setting up the server with firewall.

Ultimately, the training provided in the time available was not sufficient to get staff up to speed with 
the innovations introduced. Mainly as a result, when teething problems arose, the server was 
eventually taken out of the system again. This means that the system was again left without any 
security.

INTERNET EMAIL AND WEBSITE

The ADSL connection was tested (Figure 6).



 

FIG 5       Speedtests on the ADSL connection providing internet to the college

The speed of this connection is very slow (about 1/3 the speed of a USB modem over 3G). The 
service during JUL and AUG was very unreliable; internet access was often unavailable for long 
periods. The likely causes of this are: disruption to the service due to works at the TTCL exchange 
(unconfirmed); distance from the exchange and quality of the copper cable (unconfirmed but theft 
of copper cable is a recognised problem); and using up the quota before the end of the month 
(confirmed), at least partly as a result of heavy private use such as downloading films (confirmed).

IT staff worked with PaLM to create a new ZHRC/COTC website, hosted on Google servers as part 
of the PaLM account. In consultation with college management, PaLM registered the domain name 
southernzhrc.ac.tz     This is currently pointed at the new site, giving the institution a basic web 
presence for the first time in many years.

WIRELESS 


The COTC had an unused wireless router on site.  

This router was installed and was  given the name COTC-Mtwara. It was located to cover the IT 
buildings and offices, but could be relocated. IT staff were shown how to do this.

Extending coverage to the whole of the old campus would involve 2 further access points.

The provision of 2  laptops for  staff use will make it possible for tutors to take advantage of the 
ethernet points in classrooms to bring online learning resources into  the classroom.

STUDENTS : IT SKILLS AND TRAINING

ICS students worked closely with their counterparts at the college. In addition to training in basic 
IT skills, the team introduced online tutorials and peer to peer networking via Medicine Africa, 
which were popular and positive innovations involving about 20 second year students. These 
sessions were vibrant events and significant learning opportunities, which overcame technical 
challenges, sometimes by moving from the COTC to an internet cafe (Figure 7).



 
FIG 7    Medicine Africa in the intenet cafe while the COTC connection is down  (AUG 2011!) 

3  :  R E C O M M E N D A T I O N S

OVERVIEW

The computer system needs to be stabilzed and improved. A significant amount can be done with 
existing equipment, when combined with suitable training and support.

Beyond this, the evolution of capacity as an IT centre requires coordinated support and strategic 
investment to respond to growing demand to online access. A better internet connection is an 
important target, with fair allocation of bandwidth to users, and evolving IT architecture and culture 
to incorporate online and computer based resources into the curriculum.

General points:

• The wired network could be further extended , as could the wireless network, subject to purchase 
of new equipment. Any extensions need to be in tandem with  a system to regulate usage fairly and 
to improve the internet connection. 



• Provision of 2 laptops will mean ethernet points in classrooms can be used for teaching, giving 
access to online resources, and taking advantage of the recent  cabling extension.

• Gold standard cabling has yet to be achieved in the lab. IT staff were trained in how to terminate 
a cable correctly, however. It would be worth continuing to clip loose cables to the walls, and finish 
decorative works.

IT STAFF and TRAINING

There are many advantages to running the network via a server and to connecting to the internet 
via a router.  These include: security via a firewall; data backup and recovery; centralised 
management of machines on the network; caching for more efficient use of limited internet 
bandwidth; student and staff account management; internet usage regulation; local delivery of 
educational resources via the server.

However, introducing a server introduces greater complexity into the system and requires 
significant further investment in training for IT staff and probably in ongoing support from IT 
professionals off-site. 

A-level ICT and Computing syllabus and teaching materials have already been sent to the COTC 
staff at their request. This could usefully be supplemented by CISCO CCNA or similar. 

Training should focus on firewalls, caching systems, and server and networking technologies. 

In addition, initial training on website maintenance and development should be continued and 
extended.

WIRED NETWORK

The network in its current form is at the limit of being viable to manage. 

The setup of a server, piloted in July should be reintroduced, supported by staff training.

A server client model should be introduced for machine deployment and access, with appropriate 
training to support it.

The wireless installation  piloted in July could be extended within the campus, subject to putting in 
place a way of assigning bandwidth quotas to users, and of increasing the overall bandwidth 
available to the college.

 Student accounts need to be set up.

A data backup and recovery system should be put in place.

INDIVIDUAL MACHINES

Investment might be useful into good quality machines and keyboards and mice to complement 
about 10 CRT monitors unused in the store.  However, this raises questions about energy 
consumption, especially given PaLM's commitment to low and renewable energy solutions.



The main ICT lab has mostly TFT (flatscreen) monitors.

There is apparently a plan to fit out the new teaching building with computers. This needs 
clarification and discussion with / by COTC management.

The issue of laptops to the staff will bring the COTC in line with that of the UK where teaching staff 
have greater access to ICT resources to aid lesson delivery.

Deployment of new machines and installation of software updates could be made easier and more 
consistent with a centralised system and relevant training.

INTERNET WEBSITE and EMAIL

There is an increasing demand for internet access from students and staff, with no increase as yet 
in the amount of bandwidth available. This situation needs to be addressed in 3 ways: 

1. usage needs to be regulated fairly in the short term to avoid the college's quota being 
exhausted before the end of each month and access cut off by the supplier;

2. the existing internet connection needs to be stabilised and improved within current 
constraints;

3. a longer term strategy needs to focus on getting a high bandwidth connection to the COTC 
from the fibreoptic cable recently arrived in Mtwara, either via a direct cable connection or 
via a boosted 3G or 4G signal.

These options need further investigation.

The new website can potentially form the basis of a more extensive online presence, and an 
architecture for online learning resources.

Staffʼs personal email accounts have been compromised by a proliferation of malware, leading in 
some cases to their accounts being terminated by the providers. See SECURITY. In some ways 
this creates an opportunity to advocate for a more secure and better set up system, despite the 
addition of some extra complexity and disruption during the transition.

An additional charge of TSH 15,000  to cover internet usage has recently been added to student 
fees by COTC management. This acknowledges that IT usage is not a free resource. It would be 
appropriate to link this to usage quotas and eventually to a guarantee of service quality. COTC 
management have discussed this and favour a bandwidth quota system (rather than, for example, 
a time limit).

An intranet or shared facility would give access to digital documents in the absence of internet 
access. This requires a webserver and firewall first. The software costs of setting up a Virtual 
learning environment  (VLE) can vary from free (Moodle) to several thousand pounds for a 
managed system. The potential value added and the additional training needs of a VLE based on 
Moodle should be looked at.

CD-ROM based learning resources may be appropriate, especially as internet connectivity remains 
an issue.

An IT Working Group has been set up to facilitate discussions among COTC management, staff, 
students and PaLM about ways forward with the IT system and the internet connection.



An IT Discussion Group has been set up on Medicine Africa as a place to open discussions about 
options to a wider group. It remains unclear what strategies there are at national level to connect 
the ZHRCs with the internet. It may be that specific approaches are expected to be found in each 
case (there are 8 ZHRCs), especially in the absence of central funding. However, there is a lot of 
investment in IT in TZ at the moment and it would be worth getting this onto policy agendas and 
discussed with potential funders.

These national contexts need to dovetail with the situation locally:

The ZHRC/COTC needs to open discussions with TTCL about options and costs for upgrading ʻthe 
last mileʼ of cable to provide a faster and more reliable ADSL connection. PaLM plans to improve 
the internet connection previously focused on installing a second phone line, but installing and 
maintaining a second line comparable to the current one is unlikely to be a good investment. If the 
lines could be improved, however, a second line would be worth considering. This could be 
incorporated with or without balancing/aggregation (as with the Firebrick option below). 

Similarly, there needs to be discussion with 3G and other (GSM, GPRS , EDGE) suppliers to see if 
there is a way of boosting the signal to the COTC. The college's location down a hill towards the 
edge of town currently prevents access to the 3G network. The new teaching building is further up 
the hill and is 2 storeys high. We need to determine if this could be a location for a receiver.

Is a wiMAX system in place or planned in Mtwara? Vodacom have announced a 4G roll out, so this 
is a possiblity. Vodacom Foundation apparently have a remit to support health and education 
projects; it would be worth discussing the options for network access and equipment upgrades with 
them. 

In general, it would be good to learn more about plans for the new teaching building and library. If a 
significant IT installation is envisaged, planning and funding for this needs to be discussed.

SECURITY

Pending the re establishment of a server, a new modem with built-in firewall is the obvious way to 
provide security for the system.

Having a second line installed would require some thought into how best to distribute the resource; 
the simplest way would be a division of the network into two parts. Another approach would be to 
aggregate the two connections and join the combined resource to the existing infrastructure. A 
ʻFirebrickʼ is a product that has this load balancing functionality and has been used in inner London 
secondary schools in an attempt to lower internet cost by having two cheaper lines with a lower 
bandwidth rather than one high bandwidth connection. Alternatives are made by many of the large 
manufacturers including Cisco and Dreytek. 

Application of antivirus and identification of compromised machines could be improved by 
introducing a server for centralized management, along with appropriate training.

OTHER

Network printing, copying and scanning can be made more widely available. This would require no 
extra investment. Regulation of use would need to be considered. So far this has made staff 
reluctant to implement this extension, despite other potential benefits.

http://www.vodacom.co.tz/about-us/who-we-are
http://www.vodacom.co.tz/about-us/who-we-are
http://www.vodacom.co.tz/vodacom-foundation/who-we-are
http://www.vodacom.co.tz/vodacom-foundation/who-we-are


TELEPHONY

Telephone patches are installed and wired (RJ11 termination) to the administration offices. It  looks 
as though they were installed with the aim of integrating voice and data services in future. It is 
likely that technology has moved on and doubtful whether it would be worthwhile investing to take 
advantage of these at the moment.

Setting up Skype or other voice over IP (VoIP)  services is of more immediate benefit, and would  
lower international phone costs. At the moment Skype is erratic and the video feature is unusable. 
Once internet provision is improved and stabilized Skype would become a viable method of 
communication. 

STUDENTS : IT SKILLS AND TRAINING

A clearer sense of students' training needs will emerge from the baseline audit, currently in draft.

It is clear from anecdotal evidence, though, that there is a wide spectrum of training needs, from 
basic to quite advanced.

An system is needed to help students and staff identify appropriate and high quality materials, 
many of which are available free of charge, and integrate them into teaching and  learning.
PaLM is focusing now on identifying a small selection of high quality resources to complement the 
paper based curriculum, and working with staff to incorporate them into lesson plans, using the 
newly extended ethernet network and additional dedicated laptop computers.

PaLM is working on providing students with training resources on the main software packages, 
typing skills, etc, so they can take full advantage of more ambitious projects such as Medicine 
Africa.

The PaLM team visit to Mtwara in November 2011 will be the occasion for further work in these 
areas.


